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Abstract
Social datafication converts practices, bodies, and territories into processable data and thereby or-
ganizes which phenomena can be captured, classified, preserved, and reused as evidence. This article 
develops and exploratorily applies a critical matrix of informational auditability to the Brazilian case. 
The study is theoretical-practical, critical, and documentary. The corpus was closed on August 4, 2026, 
and comprises 40 sources published between 2000 and 2026: 12 core documentary records—Brazilian 
regulations, international instruments, Meta, TikTok, and X reports and policies, and documentation on 
foundation models—and 28 scholarly works used for conceptual construction. Selection criteria inclu-
ded thematic relevance, public availability, currency, source identifiability, and direct relation to data 
collection, classification, moderation, recommendation, access, preservation, or reuse. The matrix’s 
eight dimensions were operationalized through 32 documentary indicators. Each indicator was coded 
as present, partial, or not publicly verifiable; the aggregate supported descriptive assessments of solid, 
partial, or fragile conditions, without claiming a validated measurement scale. The application suggests 
a relatively solid condition for normative transparency, partial conditions for classificatory transparency 
and contestability, and fragile conditions for traceability, documentation, scientific access, preservation, 
and cognitive justice. The study concludes that informational auditability is a prerequisite for critical 
open science and informational sovereignty, and that Brazil needs public mechanisms for access, docu-
mentation, preservation, and verification of platform-produced evidence.
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Resumen
La datificación social convierte prácticas, cuerpos y territorios en datos procesables y, con ello, organiza 
qué fenómenos pueden capturarse, clasificarse, preservarse y reutilizarse como evidencia. Este artículo 
construye y aplica exploratoriamente una matriz crítica de auditabilidad informacional al caso brasileño. 
La investigación es teórico-práctica, crítica y documental. El corpus se cerró el 4 de agosto de 2026 y 
reúne 40 fuentes publicadas entre 2000 y 2026: 12 registros documentales centrales —normas brasileñas, 
instrumentos internacionales, informes y políticas de Meta, TikTok y X, y documentación sobre modelos 
fundacionales— y 28 trabajos científicos empleados en la construcción conceptual. La selección atendió a 
la relevancia temática, al carácter público, a la vigencia, a la identificabilidad de la fuente y a su relación 
directa con la recolección, clasificación, moderación, recomendación, acceso, preservación o reutilización 
de datos. Las ocho dimensiones de la matriz se operacionalizaron mediante 32 indicadores documenta-
les. Cada indicador se codificó como presente, parcial o no verificable públicamente; la suma produjo 
valoraciones descriptivas de condición sólida, parcial o frágil, sin pretensión de constituir una escala 
validada. La aplicación sugiere una condición relativamente sólida en transparencia normativa, parcial en 
transparencia clasificatoria y contestabilidad, y frágil en trazabilidad, documentación, acceso científico, 
preservación y justicia cognitiva. Se concluye que la auditabilidad informacional es una condición para 
una ciencia abierta crítica y para la soberanía informacional, y que Brasil necesita mecanismos públicos de 
acceso, documentación, preservación y verificación de la evidencia producida por plataformas.

Palabras clave
Datificación, auditabilidad, algoritmos, desigualdad, colonialidad, transparencia, plataformas, Brasil.

Introduction
The social sciences and communication studies have devoted increasing 

attention to harmful digital content, its dynamics of dissemination, and its 
broader ramifications for democratic coexistence. However, academic inquiry 
often concentrates on the highly visible surface of these phenomena—circu-
lating content, platform moderation, and societal impacts—while relegating 
the underlying structures that govern visibility to the periphery. Long before 
content is recommended, restricted, or removed, it has already been captu-
red, categorized, and processed by technical infrastructures that dictate what 
gets recorded, how it is labeled, and under what conditions it can be scruti-
nized. This article redirects focus toward this foundational condition: social 
datafication, which organizes the classification, circulation, and auditability 
of social phenomena.
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Datafication—understood as the transformation of practices, relation-
ships, bodies, and territories into standardized data formatted for storage, 
analysis, and commercialization (van Dijck, 2014; Gendler, 2024)—is neither 
technically neutral nor socially uniform. While digital platforms and algo-
rithmic systems continuously quantify populations and behaviors, they si-
multaneously define—through opaque, proprietary mechanisms—what can 
be captured, classified, preserved, and repurposed as empirical or scientific 
evidence (Couldry & Mejias, 2019; Zuboff, 2019). In this sense, datafica-
tion operates as an architecture of power rather than a mere practice of ob-
jective measurement.

Consequently, the fundamental question extends beyond what content 
circulates to encompass who possesses the structural capacity to observe, 
document, and verify how that circulation unfolds. This imperative is par-
ticularly acute in the Global South. Latin American nations—and Brazil in 
particular—are heavily datafied by foreign-owned platforms and infrastruc-
tures, yet they possess constrained capacity to audit these systems, access 
underlying data, contest algorithmic classifications, or generate autonomous 
knowledge from them (Milan & Treré, 2019; Ricaurte, 2019; Couldry & Me-
jias, 2021). This structural asymmetry affects both data ownership and the 
material conditions of empirical inquiry, reinforcing forms of epistemic de-
pendence theorized through concepts of data colonialism (Kwet, 2019; Me-
jias & Couldry, 2024).

In response to these conditions, this article formulates a critical matrix 
of informational auditability. Informational auditability refers to the social, 
scientific, and institutional capacity to trace, document, interpret, verify, and 
reuse records across every stage of the data lifecycle—including collection, 
classification, moderation, recommendation, storage, circulation, and repur-
posing. Rather than accepting the self-reported transparency metrics publis-
hed by platforms, this matrix evaluates whether the substantive documentary 
conditions required for reproducibility, long-term preservation, public cha-
llenge, and democratic oversight actually exist.

Framed within this documentary scope, the research addresses the fo-
llowing question: What conditions of informational auditability are evidenced 
within the documentation of data infrastructures operating in Brazil, which 
analytical dimensions exhibit the greatest fragility, and how do these con-
ditions intersect with cognitive justice, public transparency, and the scien-
tific reuse of data? Accordingly, the objective is to construct and empirica-
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lly apply a critical matrix of informational auditability to the Brazilian case, 
identifying structural strengths, vulnerabilities, and requirements for public 
evidence infrastructures.

The article is structured in six sections. Following this introduction, Sec-
tion 2 reviews the literature on datafication, algorithmic power, data colonia-
lity, cognitive justice, and auditability. Section 3 details the methodological 
design, corpus selection criteria, and coding protocol. Section 4 introduces 
the matrix and presents its exploratory application to the Brazilian context. 
Section 5 discusses its implications for critical open science and informational 
sovereignty. Finally, Section 6 synthesizes the core contributions, acknowled-
ges study limitations, and outlines directions for future empirical validation.

State of the Art

Social Datafication, Algorithmic Power, and Inequality

The concept of datafication describes the process through which doma-
ins of life previously exempt from systematic recording are converted into 
quantifiable, aggregable, and machine-readable data (van Dijck, 2014). What 
undergoes quantification is never a passive or transparent reflection of reality; 
rather, it represents the artifact of explicit decisions regarding what to measure, 
which categories to deploy, and toward what ends. Tracing the genealogy of 
social datafication, Gendler (2024) illustrates how digital technologies have 
progressively encoded individual attributes, quantified social interactions, 
and modeled collective representations—a trajectory significantly intensified 
by artificial intelligence paradigms. The ideological premise that data yields 
unmediated, objective access to reality—often termed “dataism”—obscures 
the deeply constructed, contingent, and situated nature of all empirical data.

Datafication operates primarily within platform ecosystems. A platform 
society structures social interaction across proprietary architectures enginee-
red to record granular human behavior, converting mundane actions into pre-
dictive inputs designed to influence future conduct (van Dijck et al., 2018). 
Zuboff (2019) conceptualizes this logic as “surveillance capitalism”—an 
accumulative model that extracts behavioral surplus from human experien-
ce to generate commercial prediction products. Building on this framework, 
Couldry and Mejias (2019) demonstrate how these extractive dynamics esta-
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blish “data relations,” normalizing the transformation of daily existence into 
a continuous stream of appropriable commodities. Far from being a naturally 
occurring resource waiting to be gathered, data is produced through centrali-
zed technical infrastructures that concentrate structural power.

Algorithmic power functions as the operational apparatus of this struc-
tural order. Algorithms do not merely execute neutral calculations; they ac-
tively intervene in the social reality they organize by establishing hierarchies 
of visibility, distributing attention, and generating material consequences. 
Mittelstadt et al. (2016) systematize the ethical dilemmas inherent in these 
systems, emphasizing opacity, algorithmic bias, and the erosion of procedu-
ral traceability. Automated classifications distribute social opportunities and 
risks, delineating who is flagged for surveillance, prioritized for services, or 
rendered invisible—frequently reinforcing pre-existing societal inequalities. 
Eubanks (2018) shows how automated eligibility systems systematically pe-
nalize low-income populations; Noble (2018) documents racialized and gen-
dered representations embedded within search engine algorithms; and Benja-
min (2019) conceptualizes how emerging technologies encode and automate 
discrimination under the veneer of technical neutrality.

These structural asymmetries manifest across four distinct dimensions: 
visibility, in that platforms unilaterally decide what content is amplified and 
what is suppressed; classification, since the taxonomies used to categorize 
individuals remain proprietary and shielded from public deliberation; access, 
as the populations generating the data are denied the tools to inspect it; and 
extraction and control, because the surplus value generated is concentrated 
among infrastructure owners. Pasquale (2015) characterizes this condition as 
a “black box society,” while Crawford (2021) situates artificial intelligence 
within global supply chains of resource extraction, labor exploitation, and 
data harvesting that reproduce geopolitical hierarchies.

Feminist data studies offer a critical counter-perspective by centering 
the systemic exclusions embedded within data regimes. D’Ignazio and Klein 
(2020) interrogate who collects data, about whom, in whose interest, and 
for whose benefit, noting that unmeasured phenomena are effectively era-
sed from public policy agendas. Datafication produces inequality not only 
through discriminatory classification but also through deliberate omission. 
Mitigating these systemic blind spots requires shifting analytical focus from 
the surface content of data to the structural conditions governing its produc-
tion, inspection, and reuse—the core domain of informational auditability.
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Data Coloniality and Cognitive Justice in the Global South

The critique of datafication takes an explicit decolonial turn when exa-
mined through a geopolitical lens. Couldry and Mejias (2019) formulate the 
concept of data colonialism to describe the structural appropriation of social 
life via continuous data extraction, drawing historical parallels with territorial 
colonialism. Building on this framework, Mejias and Couldry (2024) demons-
trate how this contemporary logic intersects with enduring colonial legacies, 
systematically concentrating extracted value within corporate hubs in the 
Global North. Far from a mere metaphor, data colonialism denotes a material 
infrastructure of asymmetry, remote governance, and systemic dependency.

For the Global South, the decisive challenge lies in its subordinate posi-
tion within the global political economy of data. Milan and Treré (2019) warn 
against the dangers of data universalism, advocating for a de-Westernization 
of critical data studies as a corrective to pervasive cognitive injustice. Simi-
larly, Ricaurte (2019) establishes an analytical model for evaluating the colo-
niality of power through data regimes. These theoretical contributions align 
with established Latin American critical traditions—most notably Quijano’s 
(2000) conceptualization of the coloniality of power—extending these in-
sights to platform datafication and the algorithmic categorization of racia-
lized populations (Robledo Maturana, 2023; Valente & Grohmann, 2024).

This dependency is structural and infrastructural as much as economic. 
Cloud storage architectures, large language models, digital identification sys-
tems, and the platform ecosystems that structure civic life in the region are 
overwhelmingly owned and governed by transnational corporations (Kwet, 
2019; Birhane, 2020). Kwet (2019) defines digital colonialism as a form of 
imperial control anchored in the ownership of technical infrastructure, pro-
prietary code, and industry standards; Birhane (2020) illustrates how algo-
rithmic colonization in Africa is frequently deployed under the guise of te-
chnological modernization; and Salami (2024) stresses the urgent need for 
autonomous governance architectures. Within Latin America, Ricaurte et al. 
(2024) examine how the uncritical adoption of imported sociotechnical ima-
ginaries erodes domestic regulatory capacity and state sovereignty.

The concept of cognitive justice provides a compelling normative coun-
ter-framework. Grounded in Southern Epistemologies, Santos (2014) posits 
that global social injustice is inextricably linked to epistemic injustice—the 
systematic devaluation of non-dominant, localized ways of knowing. Applied 
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to data regimes, cognitive justice demands that datafied communities not be 
reduced to passive extraction sites but recognized as sovereign agents entit-
led to determine what is measured, how datasets are interpreted, and toward 
what ends they are deployed. The CARE Principles for Indigenous Data Go-
vernance—centering Collective Benefit, Authority to Control, Responsibility, 
and Ethics—directly operationalize these demands, serving as a critical nor-
mative counterweight to the purely technical parameters of the FAIR princi-
ples (Wilkinson et al., 2016; Carroll et al., 2020).

This structural framework intersects directly with the broader open scien-
ce movement. While open science paradigms champion universal access, 
transparency, and computational reproducibility, vast swathes of social data 
remain locked within proprietary black boxes beyond the reach of indepen-
dent scholarly research. In the Global South, this opacity is compounded by 
institutional vulnerabilities, as universities and public research agencies pos-
sess limited bargaining power and lack domestic infrastructure to host, pre-
serve, or analyze large-scale datasets independently (Valente & Grohmann, 
2024; Grohmann, 2025). Within this landscape, informational sovereignty—
the material and institutional capacity to govern the lifecycle of domestic 
data—emerges as an imperative condition for research equity.

From Transparency to Informational Auditability

Transparency has emerged as the dominant response to the opacity of 
algorithmic systems. Annual reports, terms of service, technical overviews, 
and open data portals promise to open proprietary “black boxes” to public 
scrutiny. However, Ananny and Crawford (2018) highlight the fundamental 
limitations of this ideal: visual access to a system’s internal components does 
not equate to structural understanding or effective governance. Transparen-
cy often yields fragmented or unverifiable information, shifting the burden 
of critique onto the observer without granting them the material capacity to 
intervene. In the Global South, these limitations are heightened: platform 
disclosures are routinely released only as broad global or regional aggrega-
tes, devoid of disaggregated microdata or guarantees of temporal continuity.

Crucially, an analytical distinction must be drawn between information 
availability and verifiability. Transparency indicates that specific data is vi-
sible or accessible in the public domain. Auditability, by contrast, requires 
that such information provide sufficient detail to enable the independent re-



100

Universitas-XX1, Revista de Ciencias Sociales y Humanas de la Universidad Politécnica Salesiana del Ecuador,  
No. 45, September 2026–February 2027

construction, inspection, and empirical verification of the processes it pur-
ports to describe. A system may be nominally transparent yet non-auditable 
if published disclosures preclude independent replication of results, tracking 
of system modifications, or meaningful challenge of automated decisions.

Conventional transparency mechanisms consistently fall short of this stan-
dard. Corporate transparency reports present aggregated metrics regarding con-
tent removal or law enforcement requests but rarely provide the granular data 
necessary to verify individual classification decisions. Similarly, Application 
Programming Interfaces (APIs) restrict scholarly access under terms dictated 
unilaterally by private platform owners. By way of comparison, the European 
Union’s Digital Services Act (DSA) establishes legal provisions for vetted aca-
demic access to data held by major online platforms (European Union, 2022), 
with Delegated Regulation (EU) 2025/2050 defining the precise technical and 
legal execution protocols (European Commission, 2025). No comparable fra-
mework of general applicability exists within the Brazilian jurisdiction.

The scholarship on technical documentation offers concrete tools to ope-
rationalize auditability. Datasheets for datasets document data provenance, 
compositional structure, collection methodologies, and intended use cases, 
allowing independent parties to evaluate systemic limitations and biases 
(Gebru et al., 2021). The 2025 Foundation Model Transparency Index eva-
luated 13 leading developers across indicators spanning data, compute, risk 
mitigation, and downstream impacts, yielding a low overall score of 40 out 
of 100—a decline from the 58 points recorded in 2024—and demonstrating 
persistent opacity surrounding training corpora, compute resources, and post-
deployment effects (Wan et al., 2025). Robust technical documentation is 
therefore a prerequisite, but it remains insufficient on its own unless paired 
with independent verification mechanisms and public oversight.

Ultimately, informational auditability hinges on three core requirements: 
reproducibility, to independently recreate and validate system outputs; preser-
vation, to safeguard digital evidence of social phenomena from degradation 
or arbitrary removal; and public oversight, empowering civil society, acade-
mic institutions, and regulatory bodies to systematically interrogate these te-
chnical systems. These requirements inform the observable dimensions and 
methodological protocol outlined in the subsequent section.
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Methodology

Design and Scope

The study adopts an integrated critical-theoretical, practical, and docu-
mentary research design. It is theoretical in that its primary intellectual output 
is a conceptual matrix uniting analytical categories from critical data studies, 
communication theory, and information science. It is practical because this 
matrix is empirically applied to the Brazilian context to test its diagnostic 
and operational utility. It is critical insofar as it interrogates the asymmetric 
power relations embedded within datafication infrastructures. Finally, it is 
documentary because its empirical foundation relies strictly on public-facing 
technical, policy, and infrastructural documentation rather than primary da-
taset extraction. The study does not incorporate qualitative interviews, sur-
vey instruments, experimental designs, or statistical modeling of platform 
databases, nor does it attempt population-level empirical generalizations.

Search, Corpus Composition, and Selection Criteria

Documentary retrieval, systematic review, and source updates were con-
cluded on August 4, 2026. The search strategy encompassed official regulatory 
portals from Brazil and the European Union, UNESCO policy frameworks, 
institutional repositories, platform transparency centers, DOI registries, and 
publisher portals for relevant monographs and journal articles. Search que-
ries were executed in Spanish, Portuguese, and English, combining the terms 
“datificación/datafication,” “auditabilidad/auditability,” “transparencia algo-
rítmica/algorithmic transparency,” “acceso a datos de plataformas/platform 
data access,” “colonialismo de datos/data colonialism,” “justicia cognitiva/
cognitive justice,” “ciencia abierta/open science,” “Brasil/Brazil,” and “PL 
2338/2023.”

The resulting corpus consists of 40 sources published between 2000 and 
2026. Twelve primary documentary records form the empirical basis of the 
analysis: three Brazilian regulatory frameworks; five international instru-
ments governing open science or data infrastructure; three corporate policy 
and technical documents from Meta, TikTok, and X; and the 2025 Founda-
tion Model Transparency Index. The remaining 28 academic publications es-
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tablish the theoretical matrix and contextual framework for the discussion. 
Table 1 outlines the composition, temporal coverage, and analytical function 
of each documentary cluster.

Table 1 
Composition of the Documentary Corpus and Analytical Function

Block  
of the corpus

Records  
Considered and time period Number Analytical function

Brazilian regulatory 
frameworks

Civil Rights Framework for the Internet 
(2014); LGPD (2018); legislative tracking 
form for Bill 2,338/2023, updated in 2026

3
Examine governance rules, 
rights, obligations, and dis-
pute resolution mechanisms.

Governance  
International governan-
ce and open science

FAIR Principles (2016); CARE Principles 
(2020); UNESCO Recommendation on 
Open Science (2021); Digital Services 
Regulation (2022); Delegated Regulation 
(EU) 2025/2050

5
Relate openness, documen-
tation, preservation, reuse, 
ethics, and researcher access.

Documents  
from platforms

Meta, Community Standards Enforcement 
Report, first quarter of 2025; TikTok, Com-
munity Guidelines Enforcement Report, 
July–September 2024; X, Global Trans-
parency Report, January–June 2024. Ac-
cessed: August 4, 2026

3

Identify published informa-
tion on rules, moderation, 
classification, access, tracea-
bility, and resources.

Transparency  
of foundational  
models

The 2025 Foundation Model Transparency 
Index (published in 2025) 1

Assess documentation and 
transparency regarding data, 
computation, risks, uses, and 
impacts.

Scientific literature

Articles and books on datafication, plat-
forms, data colonialism, cognitive justi-
ce, documentation, auditability, and open 
science (2000–2025)

28
Derive dimensions and in-
dicators and support critical 
interpretation.

Total Sources included in the reference list 40 Theoretical and documentary 
corpus of the study.

Note: The dates on which the corporate documents were consulted correspond to the completion of the corpus.

Sources were included if they featured an identifiable institutional or in-
dividual author, a verifiable date or version, public accessibility, and a direct 
link to at least one of the analyzed structural processes: data collection, clas-
sification, moderation, recommendation, storage, access, preservation, reu-
se, or governance response. Priority was accorded to contemporary policy 
documents and recent scholarship, without discarding essential foundational 
literature. Conversely, the selection excluded duplicate records, ungrounded 
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opinion pieces lacking documentary backing, sources without accessible full 
text, outdated versions superseded by subsequent releases, and strictly tech-
nical manuals lacking implications for governance or auditability.

Construction, Coding, and Consistency Checking

The matrix was constructed through deductive conceptual synthesis. 
Drawing on the literature on algorithmic accountability, data and model do-
cumentation, scientific data governance, cognitive justice, and data colonia-
lism, we identified core properties that enable the independent examination 
and reuse of empirical evidence. These converging properties were synthe-
sized into eight analytical dimensions, each operationalized through four do-
cumentary indicators, yielding a total of 32 indicators.

The Brazilian case was evaluated using a structured coding sheet orga-
nized by dimension and source. Each indicator was assigned 1.0 point when 
direct, sufficiently granular public information was available; 0.5 points 
when information was partial, indirect, or contingent on undocumented pa-
rameters; and 0 points when relevant public documentation could not be ve-
rified. The sum of the four indicators per dimension provided a descriptive 
assessment: solid (3.0–4.0 points), partial (1.5–2.5 points), or fragile (0.0–1.0 
point). This scoring system serves strictly as a heuristic to systematize docu-
mentary interpretation, rather than a psychometric scale, platform ranking, 
or a generalizable metric.

Analytical reliability was maintained through two independent reviews of 
the corpus alongside a deferred re-evaluation, cross-checked against a master 
documentary matrix and precise source citations. Discrepancies were resol-
ved by re-examining the operational criteria, adopting the more conservati-
ve score whenever ambiguity arose. The coding process did not incorporate 
independent external coders or expert panel validation—a limitation recog-
nized as a key area for refinement in future iterations.

During the post-review phase, ChatGPT (OpenAI, August 2026 release) 
was utilized as an auxiliary tool for structural and stylistic polishing, organi-
zing observational notes, and verifying internal consistency. The model was 
not employed to generate, alter, or fabricate empirical data, analytical fin-
dings, or bibliographic citations. The author reviewed every suggested revi-
sion and independently verified all normative, documentary, and bibliogra-
phic references against the primary source materials.
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Results

Matrix of Informational Auditability

The matrix organizes the analysis across eight complementary dimensions. 
The first four focus on system intelligibility: rules, categories, decisions, and 
documentation. The remaining four address the public appropriability of evi-
dence: access, preservation, responsiveness, and the incorporation of Global 
South perspectives. No single dimension is sufficient in isolation; a data in-
frastructure may feature highly detailed public rules yet remain profoundly 
fragile regarding scientific access, historical traceability, or cognitive justice.

Table 2 
Matrix of Informational Auditability

Dimension Guiding Question Documentary 
Indicators

Risks in the 
Absence of

Contribution to 
cognitive justice

Transparency  
Regulatory

Are there clear, pu-
blicly available rules 
regarding collection, 
classification, recom-
mendation, modera-
tion, and reuse?

Published policies; 
terms of use; legal 
frameworks; stated 
technical standards

Arbitrariness; 
inability  
to enforce com-
pliance; asymmetry 
between the  
company and users

Subjects data 
processing to rules 
that are collectively 
negotiable.

Transparency  
classification

Are the categories used 
to classify subjects, 
content, risks, and 
behaviors explicitly 
stated?

Taxonomies; ope-
rational definitions; 
labeling criteria; 
moderation criteria

Stigmatization or 
invisibilities without 
the possibility of 
review

Allows for ques-
tioning imported 
categories that do 
not reflect local 
realities.

Traceability

Is it possible to re-
construct decisions, 
workflows, records, 
changes, and  
interventions?

Activity logs; ver-
sioning; decision 
histories; persistent 
identifiers

Decisions that 
cannot be recons-
tructed; loss of 
evidence; diffuse 
accountability

Enables indepen-
dent verification 
and attribution of 
responsibility.

Documen-
tation  
and metadata

Is there sufficient 
technical, semantic  
and contextual infor-
mation available to 
interpret the data?

Data sheets/mo-
dels; dictionaries; 
standardized meta-
data; provenance

Uninterpretable 
data; erroneous 
reuse; dependence 
on the producer

Distributes inter-
pretive capacity 
beyond the data 
producer.

Scientific  
Scientific

Under what conditions 
do researchers access 
the data?

Documented 
interfaces; access 
programs; sampling 
criteria; explicit 
restrictions

Revocable access; 
biases due to partial 
access; exclusion of 
the Global South

Recognizes public 
universities as 
legitimate subjects 
of review.
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Dimension Guiding Question Documentary 
Indicators

Risks in the 
Absence of

Contribution to 
cognitive justice

Preservation  
and reuse

Can data be preserved, 
made interoperable, 
and reused in an ethical 
and reproducible 
manner?

Sustainable repo-
sitories; interope-
rability; licenses; 
preservation plans

Ephemeral eviden-
ce; irreproducibility; 
loss of the social 
record

Turn social eviden-
ce into a lasting 
public good.

Challengea-
bility

Are there mechanisms 
to challenge classifi-
cations or automated 
decisions?

Appeal; human 
review; administra-
tive/judicial reme-
dies; complaint

Final decisions; lack 
of recourse; concen-
tration of power

Restores agency  
to data-driven 
populations.

Cognitive  
Cognitive

Does the infrastruc-
ture incorporate the 
perspectives, needs, 
and institutions of the 
Global South?

Local participation; 
cultural appropria-
teness; institutional 
recognition; inclu-
sive governance

Universalism  
of data; epistemic 
dependence; colo-
nial hierarchies

It establishes epis-
temic equity as an 
explicit criterion.

The matrix can be used descriptively, to identify strengths and weaknes-
ses, or normatively, to guide the design of infrastructures with higher levels 
of auditability. In this study, it is used for qualitative and exploratory purpo-
ses. The score merely summarizes the documented presence of the indicators 
and should be interpreted in conjunction with the specific evidence corres-
ponding to each dimension.

Exploratory Application to the Brazilian Case

The Brazilian case illustrates a tension between growing domestic regu-
latory density and an overwhelming structural reliance on private technical 
infrastructure. The Marco Civil da Internet establishes foundational civil 
rights and governance principles for internet use (Brazil, 2014), while the Lei 
Geral de Proteção de Dados Pessoais (LGPD) delineates data subject rights 
and establishes the national data protection authority (Brazil, 2018). Further 
extending this trajectory, Bill 2,338/2023—approved by the Senate and un-
dergoing review within a special committee of the Chamber of Deputies as 
of 2026—incorporates a risk-based categorization framework, mandatory 
algorithmic transparency obligations, and institutional governance mecha-
nisms (Brazil, 2026). While these legislative instruments provide direct evi-
dence for three of the four regulatory transparency indicators within the ma-
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trix, they do not, in and of themselves, grant public access to internal system 
logs or guarantee the independent auditability of proprietary infrastructure.

Regarding classification transparency, major platforms—including Meta, 
TikTok, and X—publish high-level community guidelines and basic catego-
ries of policy violations. TikTok, for instance, details a workflow encompas-
sing automated detection, secondary human review, user notification, and 
appeal mechanisms; Meta maintains a policy enforcement dashboard; and X 
discloses aggregated compliance metrics. Nevertheless, these public-facing 
documents omit operational taxonomies, algorithmic classification thres-
holds, language-specific error rates for Brazilian Portuguese, and precise re-
commendation parameters localized to the region. Consequently, the availa-
ble documentation only partially satisfies two matrix indicators, resulting in 
a partial rating for this dimension.

System traceability remains distinctly fragile. None of the examined cor-
porate documents provide public records or technical logs capable of recons-
tructing the decision chain behind specific recommendation actions, reach 
suppression, algorithmic shadow banning, labeling, or content takedowns. 
Furthermore, platforms do not publish version histories with sufficient tem-
poral granularity to link specific policy modifications to downstream enfor-
cement outcomes. While aggregated transparency reports provide high-level 
volumetric overviews, they prevent independent researchers from reconstruc-
ting individualized algorithmic workflows or verification chains.

Technical documentation and dataset metadata are similarly fragile. 
Corporate enforcement reports summarize high-level metrics without pu-
blishing variable dictionaries, data provenance details, sampling methodo-
logies, or standardized datasheets for the underlying datasets. Within the 
domain of foundational artificial intelligence models, the 2025 Foundation 
Model Transparency Index demonstrates that opacity surrounding training 
corpora, compute allocation, downstream deployment, and societal im-
pacts is a systemic, industry-wide condition rather than an isolated ano-
maly (Wan et al., 2025).

Scientific data access receives a fragile assessment. Available research 
APIs and data access programs remain subject to private corporate discre-
tion, characterized by restrictive eligibility criteria, tight rate limits, proprie-
tary export formats, and unilaterally revocable terms of service. The Euro-
pean Union offers a contrasting regulatory approach: the Digital Services 
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Act (DSA) and its associated delegated regulation establish a statutory fra-
mework granting accredited academic researchers access to platform data 
(European Union, 2022; European Commission, 2025). No comparable, le-
gally enforceable mechanism exists within the Brazilian legal framework 
to compel major platforms to provide verifiable microdata to universities or 
public research institutions.

The preservation and reuse dimension reveals a profound structural dis-
connect between the rigorous documentation standards required in public 
open science and the ephemeral nature of social data hosted on commercial 
platforms. Although the FAIR principles and the UNESCO Recommendation 
on Open Science champion data interoperability, long-term preservation, and 
scientific reuse (UNESCO, 2021; Wilkinson et al., 2016), commercial plat-
form reports include no archiving commitments, microdata reuse licenses, 
or technical guarantees of data persistence. Critical digital evidence remains 
vulnerable to sudden erasure whenever corporate policies, API terms, or in-
terface architectures change.

Mechanisms for contesting automated decisions remain severely cons-
trained. While the LGPD establishes formal data subject rights and plat-
form documentation describes baseline channels for user appeals, the exa-
mined sources offer sparse details regarding response timeliness, the ratio 
of human-in-the-loop review, disaggregated resolution outcomes, or actio-
nable remedies for shadow banning and algorithmic de-amplification. The 
mere formal presence of an appeal interface does not establish a symme-
trical capacity for civil society or individual users to challenge automated 
decisions effectively.

Finally, the cognitive justice dimension receives a fragile rating due to 
the virtual absence of documented mechanisms, enabling Brazilian public 
universities, local civil society organizations, or marginalized populations to 
participate in defining platform categories, audit metrics, or data access pro-
tocols. While translating terms of service into Portuguese improves surface-
level linguistic accessibility, it does not constitute localized governance or 
shared authority over data infrastructures. This dimension’s rating reflects 
the documented absence of participatory co-design, contextualized auditing 
metrics, and regional institutional oversight.
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Table 3 
Evidence Map and Descriptive Assessment for the Brazilian Case

Dimension Main Sources Identified evidence /  
relevant absence Score (0–4) Assessment

Regulatory 
transparency

Civil Framework; 
LGPD;  
Bill 2,338/2023

Public rules, rights, and obliga-
tions; implementation and techni-
cal access not guaranteed.

3.0 Strong

Classification 
transparency Meta; TikTok; X

General rules and categories pu-
blished; complete taxonomies, 
thresholds, and Brazilian disag-
gregation are missing.

2.0 Partial

Traceability Meta; TikTok; X
No public logs, decision histo-
ries, or sufficient versioning were 
found to reconstruct cases.

0.5 Fragile

Documentation 
and metadata

Meta; TikTok; X;  
FMTI 2025

Aggregated reports; dictiona-
ries, provenance, and reusable 
documentation for datasets  
are missing.

1.0 Fragile

Access  
scientific

DSA/Reg. 2025/2050 
for comparison; corpo-
rate documents

Access restricted by platforms; 
no equivalent general Brazilian 
obligation was identified.

0.5 Fragile

Preservation  
and reuse

UNESCO; FAIR; 
corporate documents

Principles for science exist;  
licenses, preservation plans, and 
guarantees for platform data  
are lacking.

1.0 Fragile

Challengeability LGPD; Meta;  
TikTok; X

Rights and appeal channels; in-
complete information on human 
review, timelines, and results.

2.0 Partial

Justice  
Cognitive

CARE; Latin Ameri-
can literature; corpora-
te documents

Limited evidence of local par-
ticipation, shared governance, 
or oversight of regional public 
institutions.

0.5 Fragile

Note: The values summarize the documented presence of four indicators per dimension: 1 = direct, ver 
; 0.5 = partial evidence; 0 = not publicly verifiable. They do not constitute a validated measurement or 
a ranking of platforms.

This analytical mapping clarifies the study’s core conclusion: the docu-
mentary analysis does not reveal a uniform level of auditability across plat-
form infrastructures operating in Brazil but rather exposes a distinct structural 
decoupling between regulatory frameworks and infrastructural realities. The 
fundamental gap persists between the superficial publication of high-level 
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policy rules and aggregated metrics on one side, and the material capacity 
to independently reconstruct, preserve, verify, and reuse empirical eviden-
ce on the other.

Discussion
These findings call for a necessary expansion of the open science pa-

radigm. In its standard formulation, open science has primarily focused on 
making scholarly publications and research datasets openly accessible to the 
broader community (UNESCO, 2021; Wilkinson et al., 2016). While cru-
cial, this scope remains fundamentally incomplete if it fails to encompass 
the proprietary digital infrastructures that capture, structure, and monetize 
a major share of modern social interactions. A critical open science agenda 
must therefore extend beyond releasing academic outputs to actively audi-
ting the conditions under which platform-generated social data is produced, 
categorized, and circulated.

The proposed matrix offers operational utility for both comparative eva-
luation and system design. It can be systematically applied across platforms, 
artificial intelligence architectures, public policy initiatives, or open data re-
positories to identify gaps in evidence and distinguish nominal disclosure 
from true empirical verifiability. Crucially, it prevents regulatory transparency 
disclosures from functioning as a proxy for technical traceability, scientific 
access, or long-term preservation. Deploying the matrix across diverse do-
main contexts requires tailoring indicators and weighting structures: high-risk 
public algorithmic deployment demands prioritizing auditability, traceabili-
ty, and systemic accountability, whereas a scholarly repository emphasizes 
metadata standards, preservation protocols, and semantic interoperability.

For the Global South, these infrastructural barriers extend beyond mere 
technical capacity differentials. To the extent that platform datafication con-
solidates data production and auditing capabilities within corporate centers 
in the Global North, regional open science initiatives remain structurally de-
pendent on technical architectures beyond their jurisdiction. Achieving in-
formational sovereignty requires building domestic infrastructure for data 
documentation, long-term preservation, and scientific reuse, alongside enfor-
ceable legal frameworks guaranteeing data access. Comparative reference to 
the European Union’s Digital Services Act (DSA) illustrates that academic 
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data access can be institutionalized as a statutory right rather than a revocable 
corporate concession—though adapting such a framework to the Brazilian 
context necessitates deliberate institutional, budgetary, and legal alignment.

This infrastructure intersects directly with principles of cognitive justice. 
While data justice frames data governance through the lens of civil rights, 
power asymmetries, and equity (Taylor, 2017), cognitive justice interroga-
tes who holds the authority to define conceptual categories, interpret empi-
rical outputs, and participate in systemic governance. As established by the 
CARE principles, opening data without granting structural control or secu-
ring collective benefits risks reproducing extractive dynamics under a new 
guise (Carroll et al., 2020). Consequently, an auditable data infrastructu-
re must embed participatory mechanisms, localized linguistic and cultural 
adaptation, public research capacity, and accessible avenues for contesting 
automated classifications.

These analytical outcomes also accommodate alternative interpretations. 
The absence of public documentation does not definitively prove the non-
existence of an internal practice; it may indicate that a platform does not 
publish the protocol externally, that technical details are fragmented across 
disparate repositories, or that publication formats impede systematic retrie-
val. Furthermore, specific access restrictions may stem from legitimate data 
privacy constraints, system security protocols, or proprietary trade secrets. 
Rather than resolving these underlying tensions, the matrix renders them ex-
plicit, providing a structured framework to evaluate whether proportionate 
privacy safeguards, independent oversight mechanisms, and controlled ac-
cess tiers are functionally implemented.

The empirical application of the matrix entails specific methodological 
limitations. Reliance on public-facing documentation precludes direct system 
testing, dynamic behavioral analysis, or real-time tracking of algorithmic out-
puts. The corporate corpus is restricted to Meta, TikTok, and X across varying 
temporal windows, acknowledging that transparency disclosures remain dy-
namic and subject to ongoing revision. Furthermore, coding was conducted 
by a single researcher without formal inter-coder reliability testing or expert 
panel validation, yielding descriptive heuristic scores sensitive to specific in-
dicator selections and scoring thresholds. Accordingly, these findings should 
be interpreted as an exploratory diagnostic rather than a definitive metric.

To advance this framework, future research should implement a multi-
stage validation agenda: convening a Delphi panel of experts spanning com-
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munication, information science, legal studies, critical data studies, and civil 
society organizations; conducting pilot testing across broader platform ecosys-
tems and public sector case studies; executing independent double-coding 
protocols; performing sensitivity analyses on indicator weightings and diag-
nostic thresholds; and triangulating documentary evidence with qualitative 
interviews, official access-to-information requests, technical system audits, 
and empirical monitoring of user appeal mechanisms. This methodological 
trajectory will refine the conceptual framework into a robust comparative 
instrument while preserving its critical focus on power, governance, and in-
frastructural sovereignty.

Conclusions
The study examined which conditions of auditability can be identified 

through documentation in data infrastructure operating in Brazil and which 
of its dimensions exhibit the highest levels of fragility. The matrix and the 
evidence map allow for a limited response: the corpus shows a relatively 
solid foundation of regulatory transparency; partial levels of classificatory 
transparency and contestability; and weaknesses in traceability, documenta-
tion, scientific access, preservation, and cognitive justice. This conclusion is 
limited to the public evidence identified and does not constitute an exhaus-
tive evaluation of the platforms’ internal operations.

The study’s contribution is structured across three levels. At the concep-
tual level, informational auditability integrates availability, verifiability, pre-
servation, contestability, and cognitive justice. Methodologically, the matrix 
operationalizes eight dimensions through 32 indicators and outlines a repli-
cable protocol for document coding. Empirically and exploratorily, the appli-
cation to the Brazilian case identifies the gap between regulatory density and 
the public’s capacity to reconstruct, preserve, and reuse evidence produced 
by private infrastructures.

The implications point toward public mechanisms for accessing platform 
data for accredited research; requirements for documentation, metadata, and 
versioning; national or consortium-based preservation infrastructures; trans-
parency obligations with contextual disaggregation; and channels for respon-
se with verifiable human review. These measures do not eliminate conflicts 
with privacy or security, but they can subject them to public, proportionate, 
and auditable criteria.
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The documentary nature of the data, the limited number of platforms, and 
the absence of independent validation restrict generalizability. The next step 
consists of validating the matrix with experts and multiple coders, applying 
it to specific systems, and combining documents with technical evidence and 
the experiences of users and researchers. Within these limits, informational 
auditability emerges as a prerequisite for critical open science, for cogniti-
ve justice, and for informational sovereignty capable of transforming social 
data into verifiable public evidence.
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